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EXECUTIVE SUMMARY

Internal Audit is currently assessed as generally achieving which indicates that Internal Audit demonstrates consistent alignment with the
principles and requirements of the Global Internal Audit Standards and reliably fulfills its responsibilities across most areas.

However, "generally achieving" also implies that there are occasional gaps, opportunities for enhancement, or areas of partial compliance where
performance falls short of the highest standard. These may arise due to limited resources, inconsistent application of procedures, or areas where
audit practices could be further refined to strengthen assurance, risk management, or governance outcomes.

While the foundation is strong and the function adds value, full achievement would require more consistent excellence across all aspects ensuring
that audit activities not only meet expectations but exceed them in terms of quality, coverage, timeliness, and influence.

Purpose of Ethics and
Internal Audit Professionalism

Governance of Managing Performing Internal
Internal Audit Internal Audit Audit Services

Principle | Rating Principle Rating
FA 1 e [eAa 9 FA s
2 10 FA [
FA 15

4 . GA

The following report offers comprehensive guidance to enable Internal Audit to enhance its processes and fully achieve
the Global Internal Audit Standards, along with the corresponding ratings for each standard.

Thank you for the opportunity to be of service to Internal Audit. We will be pleased to respond to further questions
concerning this report.

2frey L. Grimes DhidPa o
DS B Jeff Grimes, CIA, CFE Trisha Burnett, CIA, CPA, CGAP, CFE, CCSA
CENTRAL INTERNAL AUDIT OFFICE

Lhints bl Director, Office of the Internal Auditor Director, Internal Audit Department
NCDHHS University of North Carolina at Asheville
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The independent assessment team identified key observations listed below. Detailed
observations, recommendations, and responses are included in the following section of this report.

Successful Practices
e Trusted Advisor within East Carolina University (ECU) (Domain 1 Purpose of Internal
Auditing; Standard 11.1 Building Relationships and Communicating with Stakeholders)

e Mature and Efficient Internal Audit Function (Standard 8.2 Resources, Principle 10 Manage
Resources)

e Robust Performance Objective Reporting (Standard 8.3 Quality)

e Follow-Up Process (Standard 15.2 Confirming the Implementation of Recommendations or
Action Plans)

Gaps to Conformance with the Standards
e None

Opportunities for Continuous Improvement - Senior Management & Board
e None

Opportunities for Continuous Improvement - Internal Audit Management
e Align Continuing Professional Development and Team Competency Needs (Standard
3.2 Continuing Professional Development)
e Protection of Information Methodology Needs Additional Detail (Standard 5.2 Protection
of Information)
e Update Workpaper Retention Schedule (Standard 5.2 Protection of Information)
e Strengthen Sampling Methodology (Standard 13.6 Work Program)
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INTRODUCTION

The Global Internal Audit Standards (Standards) published by the Institute of Internal Auditors (l1A)
require that an external quality assessment of Internal Audit must be conducted at least once every
five years by a qualified, independent assessor or assessment team from outside the organization.
The East Carolina University (ECU) Office of Internal Audit and Management Advisory Services
selected the North Carolina Council of Internal Auditing’s peer review program to accomplish this
review.

The principal objectives of the Quality Assessment (QA) were to:
e Assess Internal Audit function’s conformance with laws, regulations, and the IIA Standards.
o Assess the effectiveness of Internal Audit services and achievement of performance
measures.
o |dentify successful internal audit practices demonstrated by Internal Audit.
o |dentify opportunities for improvement to both senior management and Internal Audit to
improve their performance and service and promote their image and credibility.

The scope of this review includes the operations of Internal Audit, as set forth in the approved audit
charter which defines the purpose, authority, responsibility, and accountability of Internal Audit
approved by the University Chancellor and Board of Trustees. To accomplish the objectives, the
independent assessment team reviewed information prepared by Internal Audit; conducted
interviews with key stakeholders and Internal Audit management and staff; reviewed a sample of
Internal Audit projects and associated workpapers and reports; reviewed survey data received from
executives and management; and prepared diagnostic tools consistent with the methodology
established by the IIA Quality Assessment Manual. This review included information and activities of
Internal Audit from January 1, 2021 through December 31, 2025.

Itis our overall opinion that the ECU Internal Audit function Generally Achieves the Principles. This
rating indicates that Internal Audit & Management Advisory Services demonstrates consistent
alignment with the principles and requirements of the Standards and reliably fulfills its
responsibilities across most areas.

However, generally achieves also implies that there are occasional gaps, opportunities for
enhancement, or areas of partial compliance where performance falls short of the highest standard.
These may arise due to limited resources, inconsistent application of procedures, or areas where
audit practices could be further refined to strengthen assurance, risk management, or governance
outcomes.

While the foundation is strong and the function adds value, full achievement would require more
consistent excellence across all aspects to ensure that internal audit activities not only meet

expectations but exceed them in terms of quality, coverage, timeliness, and influence.

The lIA’s Quality Assessment Manual suggests a scale of four ratings as described in Attachment A
of this report.
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Principle and Standard Conformance Summary

There are 15 Principles and 52 Standards from which the rating of Generally Achieves was derived,

as shown here.

Fully

Overall:

Domain I: Purpose of Internal Auditing

X

Partial

Domain ll: Ethics and Professionalism

1 Demonstrate Integrity

1.1 Honesty and Professional Courage

1.2 Organization’s Ethical Expectations

1.3 Legal and Ethical Behavior

2 Maintain Objectivity

2.1 Individual Objectivity

2.2 Safeguarding Objectivity

2.3 Disclosing Impairments to Objectivity

XXX X X | X | X]| X

3 Demonstrate Competency

3.1 Competency

X

3.2 Continuing Professional Development

4 Exercise Due Professional Care

4.1 Conformance with the Standards

4.2 Due Professional Care

4.3 Professional Skepticism

X| X[ X| X

5 Maintain Confidentiality

5.1 Use of Information

b

5.2 Protection of Information

Domain lll: Governing the Internal Audit
Function

6 Authorized by the Board

6.1 | Internal Audit Mandate

6.2 | Internal Audit Charter

6.3 | Board and Senior Management Support

7 Positioned Independently

7.1 | Organizational Independence

7.2 | Chief Audit Executive Qualifications

8 Overseen by the Board

8.1 | Board Interaction

8.2 | Resources

8.3 | Quality
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‘ 8.4 |ExternalQualityAssessment

Domain IV: Managing the Internal Audit

Fully
Function M

9 Plan Strategically X
9.1 | Understanding Governance, Risk Management, and X

Controls

9.2 | Internal Audit Strategy X
9.3 | Methodologies X
9.4 | Internal Audit Plan X
9.5 | Coordination and Reliance X
10 | Manage Resources X
10.1 | Financial Resource Management X
10.2 | Human Resource Management X
10.3 | Technological Resources X
11 | Communicate Effectively X
11.1 | Building Relationships and Communicating with X

Stakeholders

11.2 | Effective Communication X
11.3 | Communicating Results X
11.4 | Errors and Omissions X
11.5 | Communicating the Acceptance of Risks X
12 | Enhance Quality
12.1 | Internal Quality Assessment -
12.2 | Performance Measurement X
12.3 | Oversee and Improve Engagement Performance X
Domain V: Performing Internal Audit Services

13 | Plan Engagements Effectively -
13.1 | Engagement Communication X
13.2 | Engagement Risk Assessment X
13.3 | Engagement Objectives and Scope X
13.4 | Evaluation Criteria X
13.5 | Engagement Resources X
13.6 | Work Program

14 | Conduct Engagement Work
14.1 | Gathering Information for Analyses and Evaluation X
14.2 | Analyses and Potential Engagement Findings
14.3 | Evaluation of Findings X
14.4 | Recommendations and Action Plans X
14.5 | Engagement Conclusions X
14.6 | Engagement Documentation X
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15

Communicate Engagement Results and Monitor Action X
Plans
15.1 | Final Engagement Communication X
15.2 | Confirming the Implementation of Action Plans X
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DETAILED OBSERVATIONS

Successful Practices within or related to Internal Audit

1. Trusted Advisor (Domain 1 — Purpose of Internal Auditing and Principle 11 — Communicate Effectively)

Internal Audit and Management Advisory Services is viewed as a trusted advisor to the organization and not as a punitive function. Internal audit is
aligned with organizational strategy and dedicated to adding value to the organization. Management values the contributions of Internal Audit in
helping the organization achieve its strategic goals. The Chief Audit Officer and internal audit staff have developed collaborative relationships with
senior management, clients, and other compliance partners and proactively engage with stakeholders throughout the University.

The Internal Audit Function at ECU demonstrates strong conformance with Principle 11: Communicate Effectively, consistently delivering

communications that are clear, concise, constructive, and alighed with stakeholder needs. Based on engagement file review, stakeholder

interviews, and observation of reporting practices, Internal Audit has established a communication approach that enhances transparency,
reinforces accountability, and supports effective governance oversight.

2. Mature and Efficient Internal Audit Function (Principle 10 - Manage Resources)

ECU Management and the Board of Trustees provide strong support and adequate resources to enable the internal audit function to fulfill its
mandate and achieve its mission. Internal Audit and Management Advisory Services operates as a mature function, characterized by streamlined
processes, effective use of technology, and a commitment to continuous improvement. The team’s long tenure fosters deep institutional
knowledge and auditing expertise, enhancing the function’s ability to deliver value and maintain a high level of performance.

3. Robust Performance Objective Reporting (Standard 8.3 Quality)

Internal Audit and Management Advisory Services produces an annual report to its Board that details its performance on productivity measures, key
accomplishments, and engagement throughout the University. Internal Audit and Management Advisory Services also separately reports on
progress toward Strategic Plan goals. Together, these resources provide the Board with information needed to help it assess the performance of the
internal audit function.

4. Follow-Up Process (Standard 15.2 Confirming the Implementation of Recommendations or Action Plans)

Internal Audit and Management Advisory Services helps management ensure timely remediation of risks by tracking the completion of
recommendations and action plans through AutoAudit. Progress is monitored via KPl dashboards that report on management corrective actions
and are regularly shared by Internal Audit with the Board and senior leadership, providing transparency and accountability. This visibility enables
senior management to prioritize and drive risk mitigation effectively. In Fiscal Year 2024, the team successfully closed 113 management action
plans.
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Improvement Opportunities

Internal Audit Response

Standard 3.2 - Continuing Professional Development

There is no methodology for developing staff training plans to provide internal auditors with the type of
training needed based on an assessment of their competencies. The continuing professional
development methodology does not include the amount of training staff are required to obtain, except
to state that staff holding certifications must obtain sufficient CPE to satisfy requirements related to the
professional certifications held. The Chief Audit Officer (CAO) has no mechanism to ensure internal
auditors are taking continuing professional education (CPE) that is relevant to their role and develops
their competencies in a way that improves overall effectiveness of the function. ECU internal audit staff
members should annually complete a continuing professional development plan that should be
approved by the CAO, allowing the CAO to ensure that staff are taking CPE that is relevant and
addresses individual competency needs. The CAO should also consider mandating the minimum
required amount of professional development for internal audit staff in policy.

While each team member maintains
appropriate professional certifications and
has an annual workplan which includes
individual performance and development
goals, we agree that the CAO can enhance
the practices to ensure that all training
directly ties to the individual’s competency
goals and/or the overall goals of the team.

e Wewillimplement the use of a
competency model at the individual
team member level and will
document the relationship of each
training event to the specific
competency goal(s) to which the
training relates.

e We will update the Audit Manual to
reflect the minimum professional
education hours/credits required
each year.

This will be implemented by August 15, 2026.

Standard 5.2 - Protection of Information

A methodology for protection of information exists but does not specifically address certain areas. The
methodology does not list specific laws and policies (State, federal, ECU) that auditors must follow
related to the protection of information. The methodology does not describe ongoing trainings that
auditors should complete related to the protection of information. Finally, the methodology does not
describe processes for the handling or destruction of confidential information or revocation of access
to sensitive information systems once engagements are complete. A closing checklist directs the
destruction of information no longer needed at the end of engagements, but internal auditors must be
aware of their responsibilities for privacy of information through documented, relevant methodologies.
ECU Internal Audit & Management Advisory Services should update its audit manual to address the
identified areas.

We will update the Audit Manual to identify
the specific privacy laws and University
policies/regulations that apply to the
information in the University’s care and the
required University training that team
members must complete relative to privacy
and protection of information.

We will add a step to the engagement
closure checklist to ensure that if applicable,

access thatis no longer needed is removed.

These steps will be complete by May 1, 2026.
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Standard 5.2 - Protection of Information

The ECU Records Retention Schedule for Internal Audit & Management Advisory Services states that
engagement supporting documentation and working papers should be destroyed three years after
completion of an audit report if no litigation, claim, audit or other official action involving the records
has been initiated. This schedule does not allow for compliance with the Global Internal Audit
Standards because an External Quality Review is required by state law every five years. A proper review
cannot be completed if records during the five-year review period are no longer available. Internal Audit
& Management Advisory Services should modify the records retention schedule for working papers to
ensure that they will be retained and available for inspection by an external quality assessment team.
The retention schedule should ensure that working papers covering the full five-year period of a review
are available.

Resolution of this recommendation is
complete.

In November 2025, after our initial
conversation with the review team and the
Central Internal Audit Office (NC OSBM) on
this topic, the CAO coordinated with the
University Records Manager to update our
records retention schedule for audit
workpapers. We also shared this
recommendation with other CAOs in the
UNC System for their awareness.

Standard 13.6 - Work Program & Standard
Sampling was used as a testing technique in engagements reviewed. However, documentation did not
consistently demonstrate:

e The defined population and its completeness
The sampling methodology applied (e.g., random, systematic, etc.)
The rationale for sample size determination
The risk assessment factors influencing sample size
The method of selection
Whether the sample was statistically or non-statistically derived

e The evaluation methodology for extrapolating or projecting results (if applicable)
Without clear documentation of the sampling design and rationale, it is not possible for an experienced
auditor, having no previous connection to the engagement, to understand the nature, timing, extent,
and sufficiency of procedures performed or to reperform the sampling methodology. The internal audit
function should establish a formal sampling methodology and ensure adequate documentation of the
methodology is contained in engagement workpapers.

We agree. We will add guidance on formal
sampling methodologies to the Audit Manual
and ensure team members’ understanding of
the methodologies and the expectations for
documentation in engagement workpapers
by August 15, 2026.
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APPENDIX

APPENDIX A: Rating Definitions

Achieving the IIA Global Principles

Achievement rating related to the principles identified in the IIA Global Standards. It reflects “what” Internal
Audit accomplishes. It reflects the extent to which Internal Audit fulfills its mandated responsibilities,
performance objectives, and delivers value to the organization.

It considers performance outcomes such as coverage, timeliness, relevance of findings, stakeholder
influence, and contribution to governance, risk, and control improvements. Achievement levels range from
Fully Achieves to Does Not Achieve, depending on consistency, coverage, and strategic relevance. Definition
of these ratings follow.

FA - “Fully Achieves” represents the highest level of performance and alignment with the principles of the
lIA. Internal Audit that fully achieves these principles consistently meets, and often exceeds, the expectations
outlined in the Global Standards. This includes excellence in planning, execution, reporting, stakeholder
engagement, and strategic alignment with organizational goals.

Functions operating at this level demonstrate:

e Sustained high-quality audit delivery, with minimal to no gaps in coverage or methodology
Robust conformance to the Global Standards, ensuring independence, objectivity, and reliability
Strong stakeholder trust, earned through actionable insights and continuous value-added services
Innovation and agility, including use of data analytics, technology, and strategic foresight
Proactive risk identification, helping the organization stay ahead of emerging threats and
opportunities

Achieving this rating signals that Internal Audit is not only effective in fulfilling its mandate and performance
objectives, butis also a strategic partner, elevating governance, risk, and control processes across the
enterprise.

GA - “Generally Achieves” indicates that Internal Audit demonstrates consistent alighment with the
principles and requirements of the Standards and reliably fulfills its responsibilities across most areas.

However, "generally achieving" also implies that there are occasional gaps, opportunities for enhancement,
or areas of partial compliance where performance falls short of the highest standard. These may arise due to
limited resources, inconsistent application of procedures, or areas where audit practices could be further
refined to strengthen assurance, risk management, or governance outcomes.

While the foundation is strong and the function adds value, full achievement would require more consistent
excellence across all aspects ensuring that audit activities not only meet expectations but exceed them in
terms of quality, coverage, timeliness, and influence.

PA - “Partially Achieves” indicates that Internal Audit meets some aspects of the principles and
expectations as outlined by the IIA but does not yet meet the threshold for consistent or comprehensive
performance. This level of achievement reflects a function that has foundational elements in place but is
hindered by a number of performance, process, or resource gaps.

Key indicators of this rating may include:
e Inconsistent orincomplete execution of audit engagements
e Limited coverage orrisk alignment in audit planning
e Gapsin stakeholder engagement or influence

14|Page



APPENDIX

e |nadequate documentation or quality assurance practices
e Missed opportunities to support strategic objectives or add demonstrable value
e Weak governance participation in supporting and monitoring Internal Audit activities

While foundational capabilities exist, further investment and process enhancement are needed to elevate
Internal Audit to a level where it reliably and consistently meets expectations (Generally Achieves) or
demonstrates sustained excellence and strategic impact (Fully Achieves).

DNA - “Does Not Achieve” indicates that Internal Audit is not meeting the minimum expectations or
standards set forth by the IlA. Performance across key areas is materially deficient and the function fails to
deliver core responsibilities effectively or reliably.
This rating reflects an urgent need for corrective action and highlights serious concerns regarding:

e |nability to provide meaningful assurance, risk insight, or governance support

e Lack of consistent audit planning, execution, and reporting protocols

e Weak or nonexistent alignment with IlA Standards and ethical principles

e Failure to maintain independence, objectivity, or professional competence

e Limited orineffective stakeholder engagement and audit follow-up

Overall, Internal Audit lacks a sound framework to deliver value, and its operations may pose reputational,
operational, or compliance risks to the organization.

Achieving this rating is due to widespread and fundamental deficiencies in structure, process, and
conformance. Internal Audit is not able to deliver essential assurance services, support governance, or meet
the expectations of the Global Standards. Achieving a “Generally” or “Fully Achieves” rating will require
comprehensive reform across internal audit planning, execution, staffing, oversight, and strategic alignment.

Conforming to the Global Standards

Conformance with the IIA Standards reflects the degree to which Internal Audit adheres to established
professional guidelines and rules. Evaluating conformance focuses on Internal Audit’s structure, processes,
and documentation, and is essential for maintaining credibility, transparency, and compliance with
recognized best practices.

FC - “Fully Conforms” indicates Internal Audit meets all requirements of the standard. Policies, procedures,
and practices are fully implemented, consistently applied, and effectively. Evidence demonstrates that
Internal Audit operates in accordance with the intent and specific requirements of the standard.

GC -“Generally Conforms” indicates Internal Audit largely meets the requirements of the standard. Minor gaps
orinconsistencies exist, but they do not materially impact the overall effectiveness or compliance. Internal Audit
demonstrates substantial alignment with the standard, with only limited areas for improvement.

PC - “Partially Conforms” indicates Internal Audit meets some, but not all requirements of the standard.
Deficiencies exist that may affect the reliability, consistency, or effectiveness of the internal audit work.
Corrective actions are needed to strengthen conformance and reduce risk of non-compliance.

DNC - “Does Not Conform” Indicates Internal Audit does not meet the requirements of the standard.

Deficiencies are significant or pervasive, indicating Internal Audit is not operating in alignment with the standard.
Immediate corrective action is required to achieve conformance.
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